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EEXXEECCUUTTIIVVEE  SSUUMMMMAARRYY  

This document constitutes the public version of deliverable D14v2 and describes the high level 
requirements of the @neurIST project. It is based on the previous, project-internal deliverables D03 
“End User Case Document” and D14 “End User Requirements Document”. It documents the results 
of milestone M25 “Requirements Freeze”.  
 
The @neurIST project defined five major workflows that group together sets of use cases which had 
been defined earlier. Taken together, these workflows define the uses and capabilities of the 
@neurIST system. They therefore inherently contain the requirements of the whole system. These 
requirements were extracted from an analysis of the workflows and are documented in this 
deliverable.  
 
The requirements described here must be fulfilled by a generic system that aims at providing an 
infrastructure to treat and research diseases using patient data that is distributed across multiple 
sites. The requirements are grouped according to their functional domain. Each domain’s 
requirements are structured in a hierarchy in which an initial, high-level requirement is refined and 
specialised further into a number of more concrete requirements. These are in turn further refined. As 
the aim of this document is to describe general requirements that are applicable to systems in 
various disease domains, the refinement does not cover particular implementation decisions. Such 
decisions depend on many aspects of the environment and will be made within the @neurIST project 
inside the development and integration activities.  
 
The identified requirements are used to guide the further implementation and integration activities of 
the @neurIST project. They are labelled according to whether they are mandatory or optional for the 
@neurIST prototype. Although a fully functional, commercially deployable system must support all 
the requirements listed here, the research prototype developed in the @neurIST project can work 
properly and adequately with fulfilling only a core set of requirements. The requirements tagged as 
“optional” will be realised only if time permits.  
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11  IInnttrroodduuccttiioonn  

11..11  PPuurrppoossee,,  SSccooppee  aanndd  SSttrruuccttuurree  

 
This document captures the requirements arising from the different stakeholders (e.g. end users, 
device manufactures, system operators, etc) that affect the design and development of the @neurIST 
system. This document is an update to the deliverable D14 End-User Requirements delivered in 
project month 18. 
 
The @neurIST project aims at developing a distributed IT infrastructure to support research into, and 
treatment of, cerebral aneurysms. The infrastructure consolidates complex data from multiple 
sources, and enables personalized patient management (i.e. data capture, referral, decision support, 
treatment planning), as well as clinical research into cerebral aneurysms. The goal of @neurIST is to 
transform the management of cerebral aneurysms by new insights, personalised risk assessment, 
and new treatment options. In order to achieve this goal, a thorough understanding of the 
requirements arising from the stakeholders in the @neurIST system is needed. 
 
@neurIST requires a complex information processing chain. A set of software suites will be available 
to users: 
 

 @neuLink for the identification of candidate genes associated with the disease and for the 
integrated analysis of genetic epidemiology and clinical data, 

 @neuFuse  for fusing diagnostic and modelling data into a coherent representation of the 
patient’s condition, 

 @neuRisk for producing a personalised risk assessment by combining all available data; the goal 
of which is to provide the evidence required to reduce unnecessary interventions, with 
concomitant reductions in patient risk and economic savings, 

 @neuEndo as simulation system for supporting the design of implantable devices and 
intervention planning by simulation of the structural, haemodynamic and biological response to an 
intervention. 

 
The document is focused on deriving the requirements for the @neurIST system. The majority of the 
requirements of @neurIST are derived using Workflows (WFs) that define a series of steps to 
accomplish a scenario that needs the interaction of the different suites in the system. In addition to 
these requirements, other non-functional requirements related to security, privacy, performance etc. 
are also listed. This document contains high level requirements for the @neurIST system, which are 
supposed to be independent of the technology and method used to build the components of the 
system.  Component specific requirements that arise due to the use of a particular technology during 
prototype implementation and integration are not considered. 
 
The document starts with a very brief explanation of the @neurIST system in chapter 2 and 
introduces the stakeholders involved and the different kinds of requirements in the system. The 
different workflows are described in chapter 3 and the process of deriving requirements from these 
workflows is discussed. The requirements are listed in chapter 4 while chapter 5 concludes the 
document.  
 

11..22  PPrreecceeddeennccee  

This document builds on previous work reported in deliverables and additional project internal 
reports: 
 

1. D14  End-User Requirements (confidential) 
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2. D03 End User Case Document (confidential) 
3. D04 Prototype Requirements (confidential) 
4. D05_v2 @neurIST System Architecture Document (public) 

 

22  TThhee  @@nneeuurrIISSTT  SSyysstteemm  

The @neurIST system focuses on supporting the research and treatment of cerebral aneurysms.  
The project aims at building a distributed IT infrastructure that consolidates complex data from 
multiple sources, and enables personalized patient management (i.e. data capture, referral, decision 
support, treatment planning), as well as clinical research in cerebral aneurysms.  

At the heart of the project is the clinical problem of managing unruptured cerebral aneurysms and 
associated research into risk factors. Currently, aneurysm diagnosis and treatment relies on the 
interpretation of numerous pieces of information, which are recognized to give an incomplete picture 
of the disease. In part, this information comes from the patients themselves in the form of 
radiographic images, family history and physiological measurement, and in part it is derived from the 
understanding of the available medical literature and the past experience of the patients’ clinicians. 
One shortcoming is that the process is subjective and at the same time the scales of risk involved are 
difficult to communicate. This places the clinicians and often the patient in the situation of taking 
decisions with significant risk involved with an appreciation of the situation that is rarely optimal. 
Moreover, the data is inherently incomplete and, to cover all contingencies, patients may be 
subjected to tests and undergo treatments which are of minimal real benefit or opt against potentially 
life-saving treatment simply due to a lack of knowledge, information, or understanding. 
 
The same issues apply to many other diseases. The end result is that the quality of care is sub-
optimal, and while there is undoubtedly a cost in human terms, there is also a quantifiable financial 
cost. This cost is recognized as substantial relative to other disorders of similar incidence and risk by 
all major healthcare players. This cost can form the basis for a long-term business model. @neurIST 
aims at keeping this cost low and raising the quality of diagnostics and treatment by building a 
distributed IT infrastructure, following a Service Oriented Architecture (SOA) model, which integrates 
Grid service technologies to bring together the different stakeholders involved in the research and 
treatment of a particular disease. 
 
The @neurIST system has essentially two modes or cycles of operation. In the first mode, it operates 
as an integrative decision support system to help in diagnosis, risk assessment and treatment 
planning integrating complex and multifactorial information. In a second mode of operation, it works 
as a system enabling in-silico research and understanding of the underlying causes of disease and to 
link the genetic and phenotypic evidence available in large-scale text databases so that new 
knowledge can be extracted, structured and transposed for its exploitation in the decision support 
operation cycle. While the decision support system largely deals with actual patient data, the 
research system has access only to anonymized data sets. These two cycles are underpinned by 
several integrative applications, which are organised into suites that help in data collection, 
simulation, risk assessment, etc., and system components that connect databases and services 
distributed at different sites. The system components take care of the process involving security, data 
access, data transport and computing. Figure 1 shows the layered view of the @neurIST system 
architecture. A detailed description of the @neurIST architecture can be found in [D05_v2]. 
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Figure 1: @neurIST Reference Architecture - layered view 

 

22..11  @@nneeuurrIISSTT  SSttaakkeehhoollddeerrss  

@neurIST has different stakeholders who interact with the system and have requirements that 
influence the design of the overall system. The major stakeholders of @neurIST can be classified 
into the following categories 
 

 Researchers, 
 Hospitals, 
 Device Manufactures, 
 Service Providers, 
 Regulatory Authorities, 
 Patients, 
 System Administrators. 

 
Figure 2 shows the different stakeholders in @neurIST. 

 
Figure 2: Stakeholders in @neurIST 
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22..11..11  RReesseeaarrcchheerrss  

Researchers with a variety of scientific interests are likely to be users, including researchers with an 
interest in holistic computational modelling of organ systems, minimally invasive interventions, 
computational fluid dynamics (CFD), Grid, or bioinformatics. 
 

22..11..22  HHoossppiittaallss  

Clinicians are the main users of @neurIST in hospitals. There are four subgroups of clinical users: 
 

 Neurologists are potential users of the @neuRisk suite for risk assessment.  They may be 
responsible for diagnosing an unruptured aneurysm.  

 Neuro-radiologists are involved in performing and interpreting scans. They are potential users of 
the @neuFuse suite to carry out advanced image processing. 

 Neuro-surgeons and interventional neuro-radiologists assess and perform treatments, either 
minimally invasive or invasive. They may use @neuRisk and @neuEndo suites to select the most 
appropriate treatment options. 

 General practitioners are not directly involved in the diagnosis and treatment of unruptured 
aneurysms. They will be involved in supporting patients. 

 
NB: the general concepts behind @neurIST are applicable to a wide range of clinical conditions. This 
opens up a much wider range of clinical users. The requirements of these users are currently out-of-
scope. 
 
Besides clinicians, the other major group that interacts with the @neurIST system are the technicians 
who help process images for the clinicians and IT support staff who run the system. 
 

22..11..33  MMeeddiiccaall  DDeevviiccee  MMaannuuffaaccttuurreerrss    

Medical device manufacturers will use @neuEndo to design, test and validate their products.  
 

22..11..44  SSeerrvviiccee  PPrroovviiddeerrss  

Service providers offer software, licenses, computing power, storage resources, etc. to the other 
stakeholders in the system. They are used in particular by clinicians and researchers.  
 

22..11..55  RReegguullaattoorryy  AAuutthhoorriittiieess  

The regulatory authorities are responsible for framing guidelines that specify how patient data is used 
in the system. Authorities such as National Health Boards are responsible for issuing credentials to 
clinicians which are used by @neurIST. 
 

22..11..66  PPaattiieennttss  aanndd  FFaammiilliieess  

Patients and their families will be the direct beneficiaries of the clinical treatment recommendations 
from @neurIST applications. 
 

22..11..77  SSyysstteemm  AAddmmiinniissttrraattoorrss  

System administrators are responsible for installing and maintaining the parts of the @neurIST 
system that is local to the administrator’s organisation.  
 



9  

 
 
 
  

Prototype Requirements Document v2.0                                                      Project Deliverable 

22..22  SSppeecciiffiiccaattiioonn  ooff  UUsseerr  RReeqquuiirreemmeennttss  

 
A requirement is a ‘condition or capability needed by a user to solve a problem or achieve an 
objective’1. Requirements can be specified in categories, which facilitates documentation as well as 
requirements gathering. For the @neurIST Project, the following categories have been defined 
initially: 

 Operational environment including the types of computers, software applications (particularly 
electronic medical records), Internet access available to users, and other environmental issues 
that must be taken into account given that users are likely to require @neurIST to perform in their 
local environments. 

 Capability requirements focus on properties of the system that addresses the problem(s) users 
want @neurIST to help them solve or objectives they want to achieve. These requirements can 
be further delineated into issues of: 

 Capacity – such as how many users will need to be supported, whether or not the application 
needs to be shared, amount of data to be processed, and other factors related to capacity, 

 Speed – including how quickly @neurIST should serve the requirements of users, 
 Accuracy – of the outputs from the @neurIST applications, 
 Communication with other systems – such as electronic medical systems, 
 Availability – of the application suites, 
 Portability – including the need to use @neurIST in different locations, 
 Security – which is likely to be extremely important, given that @neurIST is handling patient 

data, 
 Safety – which is also important, given the safety critical nature of the risk assessment and 

treatment recommendations, 
 Traceability – many users will want to retrieve what they have done in the past, 
 Any other requirements. 

 

22..22..11  FFuunnccttiioonnaall  vvss..  nnoonn--ffuunnccttiioonnaall  rreeqquuiirreemmeennttss  

From a software engineering perspective, user requirements are used to define functional and non-
functional requirements. 
 
Functional requirements define what the system needs to do to satisfy the use cases. They specify 
the specific behaviours of the @neurIST system. Examples include risk assessment calculations, 
technical details, data manipulation and processing and other specific functionality.  
 
Non-functional requirements constrain the design and/or implementation, focusing on overall 
characteristics, such as cost, reliability, performance requirements, security, quality standards, or 
design constraints. Non-functional requirements specify criteria that can be used to judge the 
operation of the system, rather than the specific behaviors of the system. 
 

33  WWoorrkkfflloowwss  iinn  @@nneeuurrIISSTT  

The use cases (UC) in @neurIST are described in detail in the End User Case document [D03] and 
are listed in Appendix 2 of this document. These use cases are merged together to form workflows 
(WF) which describe a series of steps needed to achieve a clinical or research objective. @neurIST 
has defined five major workflows that capture most of the use cases described in D03. The workflow 
descriptions and the use cases they cover are listed below. The detailed descriptions of these 
workflows with the steps involved can be found in Appendix 1. These workflows identify the major 
interactions between the different components of the @neurIST system. 

                                                
1
 IEEE Standard Glossary for Software Engineering Terminology, ANSI/IEEE Std 610.12. 1990. 
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33..11  WWFF11::  IInntteeggrraattiivvee  RRiisskk  AAsssseessssmmeenntt  UUssiinngg  DDiissttrriibbuutteedd  GGuuiiddeelliinneess    

33..11..11  DDeessccrriippttiioonn  

@neuRisk is used in combination with @neuCompute to show how personalized guidelines can be 
distributed for massively parallel execution of individualized risk assessment. The workflow 
demonstrates how various parameters computed by @neurIST tools, together with general risk 
factors identified in @neuLink can be integrated in a single user interface. Clinicians use @neuRisk 
for analyzing rupture risk on a per-patient basis and for evaluating the pros and cons of available 
treatment options, including no treatment. @neuRisk uses @neuLink results in the form of decision 
rules and associated evidence. It connects to @neuInfo to retrieve biomarker indices, clinical and 
family history, examination results, genomics profile, and other patient related data.  
 

33..11..22  UUssee  CCaasseess  ccoovveerreedd  

Use Cases 6, 7, 8, 9, 18, 19, and 20. 
 

33..22  WWFF22::  KKnnoowwlleeddggee  DDiissccoovveerryy  ffrroomm  UUnnssttrruuccttuurreedd  aanndd  SSttrruuccttuurreedd  DDaattaa  

33..22..11  DDeessccrriippttiioonn  

@neuLink is used to analyse structured and unstructured data from the @neurIST databases. It uses 
@neuInfo to gather a data-mining matrix (consisting of CRIM data & SNP data) and presents results 
of an association analysis. This workflow helps to understand the relation (i.e. structure the results) 
between factors obtained from heterogeneous databases. 
 

33..22..22  UUssee  CCaasseess  ccoovveerreedd  

Use Cases 25 to 34. 
 

33..33  WWFF33::  CCaassee--ssppeecciiffiicc  sshhaappee  aannaallyyssiiss,,  ssttrruuccttuurraall  aanndd  hhaaeemmooddyynnaammiicc  ssiimmuullaattiioonn  ffrroomm  
mmeeddiiccaall  iimmaaggee  ddaattaa  

33..33..11  DDeessccrriippttiioonn  

@neuFuse fetches imaging data and potentially other patient information (e.g. pressure values, 
aneurysm location, etc.) from the patient record via @neuInfo. It then performs all the processing 
steps needed to get from this information to indexes of shape, wall stress and flow. The generated 
information can be displayed, manipulated, and finally stored back to the patient record. Processing 
includes blood flow simulations and data extraction, which are run through @neuCompute. The 
patient record is a collection of entries stored in multiple, distributed data bases.  
 

33..33..22  UUssee  CCaasseess  ccoovveerreedd  

Use cases 1, 2, 5, and 35. Use cases 36, 37, 38, and 40 aim at the development of a complex 
information tool chain that will be integrated with @neuFuse. The tool chain is a relevant part of work 
package 3 but it does not affect the system as a whole and is therefore out of scope of this workflow. 
Use case 41 cannot be satisfied by WF3, but having WF3 in place will help to build the knowledge 
(DBs) to satisfy UC 41. 
 
 

33..44  WWFF44::  VViirrttuuaall  SStteennttiinngg  ffoorr  EExxpplloorraattiioonn  ooff  AAlltteerrnnaattiivvee  AAnneeuurryyssmm  TTrreeaattmmeenntt  OOppttiioonnss  

33..44..11  DDeessccrriippttiioonn  

@neuEndo is used to explore various stenting strategies for a given aneurysm. Anatomical models 
created by workflow 3 are accessed through @neuInfo. Stents are virtually deployed in these 
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anatomical models by @neuEndo tools. Blood flow simulations are run through @neuCompute. 
Visualization and potentially other functionality are supported by @neuFuse. 
 

33..44..22  UUssee  CCaasseess  ccoovveerreedd  

Use Cases 1, 2, 5, 21, 22, 23, and 24. 
 

33..55  WWFF55::  MMuullttii--CCaassee  AAnnaallyyssiiss  

33..55..11  DDeessccrriippttiioonn  

This workflow deals with retrieving and/or computing multiple related cases and jointly evaluating 
them. Examples are sensitivity studies of physiological parameters, mesh convergence studies, and 
exploration of hypotheses. In this workflow, the researcher selects a number of similar (or, depending 
on the study, sufficiently different) cases, specifies a range of parameter settings for the analysis, and 
launches a multi-case request. The request locates existing results from previously simulated cases 
and computes the missing ones via @neuCompute. The researcher evaluates the cases by 
accessing results of the simulations via @neuInfo.  
 

33..55..22  UUssee  CCaasseess  ccoovveerreedd  

Use Case 42. 
 
The clinical indices present in the databases represent a particular choice of modelling parameters 
for performing biomechanical simulations done in WF3. The use case covered by this workflow helps 
to add models involving alternative choices for populating the databases which cover the clinical 
indices. 
 

44  RReeqquuiirreemmeennttss  ooff  @@nneeuurrIISSTT  

The requirements arising out of the workflows are classified into functional and non-functional 
requirements and are given a rating to indicate the importance of its implementation in the @neurIST 
prototype developed by the project. The major high level requirements can be further refined by 
specific requirements arising from the components used to implement the high level requirement. 
The requirements are listed in a table format as shown below. The zero-numbered requirement is a 
highly abstract requirement which is refined further by lower level requirements listed in its category. 
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Each requirement is structured in a table as shown below. 
 

Identifier Description 
 

Description of the requirement 

Rationale 
The reason for the requirement 
Type 
Functional/Non Functional 
Rating 
Required: This implies that the stated requirement must be implemented 
in the prototype 
Optional: Though this requirement is a feature of the general 
architecture, this is optional for the prototype  

 
A short ID 

Source & Components 
The source of the requirement and the components the requirement 
applies to in unambiguously attributable 

 
 

44..11  PPrriivvaaccyy  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
The privacy of the patient must be protected when sharing patient 
data with parties not directly involved in treating the patient and 
conforming to applicable privacy laws in the legal and health 
domains. 
Rationale 
The right of a patient to keep his medical data private is one of the basic 
requirements in the medical field. The patient can, in most 
circumstances, choose to whom his medical data is made available. This 
was not much of an issue when the records were kept in physical form 
and only the medical personnel treating the patient can gain access to 
them. With digital medical records, it has become easier to share this 
data (with patient consent) with a number of third parties. In @neurIST 
patient data is shared with clinicians, researchers, computational service 
providers and stent manufacturers and it is imperative that the privacy of 
the patient is protected here. 
Type 
Non Functional 
Rating 
Required  

 
 

Req_Priv_0 

Source 
Legal and ethical practice guidelines 
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Identifier Description 
 

The ability to depersonalise patient data (images, text files, etc), 
queries, and responses related to patient data. 

Rationale 
Follows from requirement Req_Priv_0. 
Type 
Functional 
Rating 
Required 

 
 

Req_Priv_1 

Source 
Legal and ethical practice guidelines 

 
 

Identifier Description 
 

The ability to remove personally identifiable information from 
medical data stored in text form (e.g. CRIM, text files, etc). 

Rationale 
Personally identifiable information such as name, date of birth, address, 
etc must be removed from the patient medical record when it is shared 
with third parties. Follows from requirement Req_Priv_1. 
Type 
Functional 
Rating 
Required 

 
 

Req_Priv_2 

Source 
Legal and ethical practice guidelines 

 
 

Identifier Description 
 

The ability to remove personally identifiable information from 
medical data stored in image form (e.g. facial images, scans etc). 

Rationale 
Personally identifiable information such as facial features that could 
identify the patient must be removed from the patient image data when it 
is shared with third parties. Follows from requirement Req_Priv_1. 
Type 
Functional 
Rating 
Required 

 
 

Req_Priv_3 

Source 
Legal and ethical practice guidelines 
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Identifier Description 
 

The ability to filter responses to queries on medical data to stop 
patient re-identification through data collected by such process. 

Rationale 
Follows from requirement Req_Priv_1. In some cases it is possible to 
identify a patient from a collection of medical records, if a query to that 
collection results in a response data set that is sparsely populated. To 
prevent such a scenario, response data potentially allowing re-
identification of individuals should not be released. This filtering 
restriction can be relaxed for certain processes under specific conditions 
(e.g. knowledge gathering by @neuLink).  
Type 
Functional 
Rating 
Optional  

 
 

Req_Priv_4 

Source 
Legal and ethical practice guidelines 

 
 

Identifier Description 
 

The ability to pseudonymize patient medical records and this 
process must be reversible to identify the actual patient if the need 
arises following established procedures for such re-identification. 
Rationale 
Depersonalized patient data must be identifiable by a reversible 
pseudonym. Follows from requirement Req_Priv_1. 
Type 
Functional 
Rating 
Required 

 
 

Req_Priv_5 

Source 
Legal and ethical practice guidelines 
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44..22  SSeeccuurriittyy  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
The ability to protect services and secure the communications 
between different components of the @neurIST system. 

Rationale 
The data and communication between different @neurIST components 
and sites must be protected since the participants of the @neurIST 
system are distributed across multiple sites. The services such as 
computational services offered by service providers in @neurIST are 
cost intensive and must be prevented from attacks and abuse. 
Type 
Non Functional 
Rating 
Required  

 
 

Req_Sec_0 

Source 
System Security and legal requirement 

 
 

Identifier Description 
 

The ability to authenticate and authorise the users of the @neurIST 
system (Access Control). 

Rationale 
The users of the @neurIST system need to be authenticated to ensure 
only authorised personnel get access to the system. Authorization as 
well as (fine grained) access rights will control the access to the services, 
applications and resources provided by the @neurIST system. The users 
of  @neurIST will be able to access the various suites in various ‘roles’, 
which simulate the roles required by the use cases defined in @neurIST. 
Type 
Functional 
Rating 
Required  

 
 

Req_Sec_1 

Source 
System Security requirement 
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Identifier Description 
 

The ability to monitor access to data and services and create logs 
of such activity and provide alerts to the appropriate @neurIST 
stakeholder. 
Rationale 
The access to services and medical data must be monitored and logs of 
such activity must be created. Alerts need to be generated if suspicious 
activity is detected to inform the concerned @neurIST stakeholder.  
Type 
Functional 
Rating 
Optional 

 
 

Req_Sec_2 

Source 
Follows from Req_Sec_0 

 
 

Identifier Description 
 

The ability of an @neurIST user to access services from different 
places for which he is authorised by authenticating only once 
(Single Sign On). 
Rationale 
@neurIST users need to access multiple services to complete a 
workflow. These services can be distributed at different sites and 
operated by different partners. Hence a single sign on feature is required 
which would enable access to authorised services for a user using a 
single sign on procedure.  
Type 
Functional 
Rating 
Optional 

 
 

Req_Sec_3 

Source 
System requirement 
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Identifier Description 
 

Delegation of authorisations from users to users’ services. 

Rationale 
In cases where a service has to access a resource on behalf of the user, 
the user must be able to delegate his authorization privileges to the 
service.  
Type 
Functional 
Rating 
Optional  

 
 

Req_Sec_4 

Source 
Services from @neuCompute might need such a facility for transferring 
and storing computed results back to databases for which only the user 
has a write access. Occurs in WF 1, 3 and 5. 

 
 

Identifier Description 
 

Ability to get @neurIST tokens from the local Security Token 
Service (STS) for data access, job submission and delegation. 

Rationale 
The user must be able to get authorization tokens in order to access 
remote data and compute resources. 
Type 
Functional 
Rating 
Required 

 
 

Req_Sec_5 

Source 
WF1,2,3,4 and 5 

 
 

Identifier Description 
 

Ability to provide different access roles to users. 

Rationale 
@neurIST users are provided with different access roles that determine 
their access rights to the resources inside the system. 
Type 
Functional 
Rating 
Required  

 
 

Req_Sec_6 

Source 
WF 1,2,3,4 and 5 
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Identifier Description 
 

Ability to provide accounting information to charge service usage. 

Rationale 
@neurIST has service providers who offer compute and knowledge 
services for a fee. When users must pay for such services, an 
accounting mechanism must provide both the service provider and the 
service user with a proof of usage. Additionally the service user must not 
be able to repudiate having used the service (e.g. for a certain amount of 
time). 
Type 
Functional 
Rating 
Optional 

 
 

Req_Sec_7 

Source 
WF 1,2,3,4 and 5 

 
 

Identifier Description 
 

Confidentiality of exchanged data and queries. 

Rationale 
The exchange of sensitive data (e.g. over open networks) should be 
confidential on an end-to-end basis. No intermediate system should be in 
possession of unprotected data. 
Type 
Non Functional 
Rating 
Required 

 
 

Req_Sec_8 

Source 
WF 1,2,3,4 and 5 

 
 

Identifier Description 
 

Integrity of exchanged data. 

Rationale 
Data exchanged should be integrity protected on an end-to-end basis. 
No intermediate system shall be in possession of unprotected data. No 
intentional or unintentional modifications (like e.g. insertion, deletion and 
reordering) should go unrecognized. 
Type 
Non Functional 
Rating 
Optional 

 
 

Req_Sec_9 

Source 
WF 1,2,3,4 and 5 
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Identifier Description 

 
Freshness of exchanged data. 

Rationale 
Exchanged data must include a means for verifying the freshness on an 
end-to-end basis. No intermediate system must be in possession of 
unprotected data. No intentional or unintentional replaying of outdated 
data must stay unrecognized. This is important in the exchange of 
security tokens used for access control. 
Type 
Non Functional 
Rating 
Required 

 
 

Req_Sec_10 

Source 
WF 1,2,3,4 and 5 

 
 

Identifier Description 
 

Authenticity of exchanged data. 

Rationale 
In addition to the security requirement Req_Sec_10, the authenticity of 
the data source must be verifiable on an end-to-end basis. No 
intermediate system must be in possession of unprotected data. 
Type 
Non Functional 
Rating 
Optional 

 
 

Req_Sec_11 

Source 
WF 1,2,3,4 and 5 

 
 

Identifier Description 
 

Traceability. 

Rationale 
In the case of a security incident or violation it will be possible to trace 
back to the source of such incident in order to be able to possibly 
perform legal measures. 
Type 
Non Functional 
Rating 
Optional 

 
 

Req_Sec_12 

Source 
WF 1,2,3,4 and 5 
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Identifier Description 
 

Service availability. 

Rationale 
Services must always be available as users want constant access to the 
system. Therefore an additional issue is protection against Denial of 
Service (DoS) attacks, like e.g. an attacker flooding data services with 
fake queries, which could cause slow down and unavailability of the 
service to other legitimate system participants. 
Type 
Non Functional 
Rating 
Optional 

 
 

Req_Sec_13 

Source 
WF 1,2,3,4 and 5 

 
 

44..33  DDaattaa  AAcccceessss  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
The ability to access and browse medical and research databases. 
It must also be possible for authorised personnel to annotate 
anonymized medical data.  

Rationale 
To be able to perform their work, stakeholders need access to patient 
data. 
Type 
Functional 
Rating 
Required  

 
 

Req_Acc_0 

Source 
WF 1,2,3,4, and 5 
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Identifier Description 
 

Ability to browse anonymized cases based on some defined criteria 
(e.g. processing state, pseudonym, date ranges, location of 
aneurysm, etc.), and to select a single case. 
Rationale 
In order to operate on anonymized cases, there must be some way to 
distinguish already processed ones from new ones, and to select one 
needing processing. In addition it is helpful for instance to sort 
processing according to common features. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_1 

Source and Components 
WF 1, 3, 5, @neuRisk, @neuFuse and @neuInfo 

 
 

Identifier Description 
 

Access (read) the anonymized image data. 

Rationale 
Images are the starting point for processing the geometry. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_2 

Source and Components 
WF 3, @neuFuse and @neuInfo 

 
 

Identifier Description 
 

Write processed geometry and similar data to Derived Data Store 
(DDS). 

Rationale 
Processed geometry and other artefacts created with considerable 
human effort using the computational tool-chain are input for a variety of 
further processing and simulation, and must be kept for future use and 
provenance reasons. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_3 

Source and Components 
WF 3, WF4, @neuFuse, @neuEndo and @neuInfo 
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Identifier Description 
 

Read processed geometry and similar data from the DDS. 

Rationale 
Geometry data is needed for a variety of further processing. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_4 

Source and Components 
WF 3,4,5, @neuFuse, @neuEndo and @neuInfo 

 
 

Identifier Description 
 

Ability to read physiological data from the CRIM compliant 
databases. 
Rationale 
Simulation depends on accurate physiological data, like blood pressure 
and haematocrit.  
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_5 

Source and Components 
WF 3,4, 5,  @neuFuse, @neuEndo and @neuInfo 

 
 

Identifier Description 
 

Strategy for dealing with missing physiological data. 

Rationale 
Simulation depends on accurate physiological data, like blood pressure 
and haematocrit. One possible strategy is to use the Virtual Patient 
Metaphor. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Acc_6 

Source and Components 
WF 3,4, 5,  @neuFuse, @neuEndo and @neuInfo 
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Identifier Description 
 

Ability to read and save computational problem definitions from 
and to DDS. 

Rationale 
A high-level specification of computational problem is a valuable and 
reusable data entity. For instance, a flow problem defined in WF3 can be 
used and modified by WF4, or it can be used to generate a set of related 
problems in WF5.  
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_7 

Source and Components 
WF 3, 4, 5, @neuFuse, @neuInfo 

 
 

Identifier Description 
 

Ability to write back simulation results to the DDS, metadata / 
clinical index databases and other related databases. 

Rationale 
For risk assessment, only a much reduced set of data (“clinical indexes”) 
will be used. However, it is initially not clear what these indexes are, and 
visualisation and comparison of full results will be an essential research 
tool, thus results have to be saved to avoid costly reprocessing.  
Type 
Functional 
Rating 
Required  

 
 

Req_Acc_8 

Source and Components 
WF 3, 4, 5, @neuCompute and @neuInfo 

 
 

Identifier Description 
 

Provide a means for referencing simulation results. 

Rationale 
Given that simulation results are stored permanently, there must be a 
way to uniquely identify and access them. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_9 

Source and Components 
WF 3, 4 ,5, @neuFuse and @neuInfo 
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Identifier Description 
 

Ability to attach annotations containing e.g. approval, indication of 
problems or quality assessment of results to generated data like 
geometry and simulation results. 
Rationale 
Complex simulations like flow analyses may fail or produce unreliable 
results for some reasons. In this case, the results might be stored for 
further analysis, but should not enter further processing or knowledge-
discovery, and consequently must be tagged. The analysis protocol 
demands the classification of flow as e.g. “complex” or “simple”. Also, for 
geometry processing it is highly useful to record problems encountered. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_10 

Source and Components 
WF 3, Analysis Protocol, @neuFuse and @neuInfo 

 
 

Identifier Description 
 

Record provenance of generated data. 

Rationale 
Provenance refers to the origin/access/update history of data items. A 
provenance record may be required for using data for risk assessment. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Acc_11 

Source and Components 
WF 3,WF1, @neuFuse, @neuCompute and @neuInfo 

 
 

Identifier Description 
 

Ability to select and read a geometric stent model from a stent DB. 

Rationale 
For virtual stenting, the clinician has to select a suitable stent for the 
case at hand. 
Type 
Functional 
Rating 
Required 

 
 

Req_Acc_12 

Source and Components 
WF4, @neuEndo and @neuInfo 
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Identifier Description 
 

Ability to support queries that generate large result data sets. 

Rationale 
Queries relating to SNP data generated large results sets. Provisions for 
handling such large data sets must be made in the system. 
Type 
Non Functional 
Rating 
Required 

 
 

Req_Acc_13 

Source and Components 
WF2, @neuLink and @neuInfo 

 
 

44..44  RRiisskk  AAsssseessssmmeenntt  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
Ability to perform risk assessment of the patient based on clinical 
and derived data and return recommendations for treatment 
planning. 

Rationale 
From the Description of Work. 
Type 
Functional 
Rating 
Required 

 
 

Req_Risk_0 

Source and Components 
WF 1, @neuRisk 

 
 

Identifier Description 
 

Ability to select a distributed @neuRisk inference engine, upload 
patient data, guideline state data, and guideline content. 

Rationale 
Processing of a large number of guidelines need distributed processing. 
Type 
Functional 
Rating 
Required 

 
 

Req_Risk_1 

Source and Components 
WF 1, @neuRisk, @neuCompute 
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Identifier Description 
 

Ability to return patient-specific recommendations, requests for 
additional data, and updated guideline state data. 

Rationale 
The risk assessment must be made available to the user by the clinician 
through recommendations based on the results returned by @neuRisk. 
Type 
Functional 
Rating 
Required 

 
 

Req_Risk_2 

Source and Components 
WF 1, @neuRisk, @neuCompute 

 
 

Identifier Description 
 

Ability to return collated patient data from multiple sources as a 
single virtual medical record. 
Rationale 
Since patient data can be stored in a distributed manner, it must be 
possible to collect all related data and collate it into a single virtual 
medical record. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Risk_3 

Source and Components 
WF 1, @neuRisk, @neuInfo 

 
 

44..55  VViissuuaalliizzaattiioonn  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
It must be possible to visualize, manipulate and process geometries 
generated from patient image data and define computational 
problems. 
Rationale 
Interactive processing of geometries is essential for defining any 
simulation problem in @neurIST, as there is no automatic way to get 
from raw medical images to computational problem definitions. 
Type 
Functional 
Rating 
Required 

 
 

Req_Visu_0 

Source and Components 
WF 3,4,  @neuFuse, (@neuEndo) 
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Identifier Description 
 

Ability to display the extracted results from the derived data 
obtained from a single simulation. 

Rationale 
In order to judge the quality and reliability of the simulation results, 
adequate visualisation is an essential tool. 
Type 
Functional 
Rating 
Required 

 
 

Req_Visu_1 

Source and Components 
WF 3,4,  @neuFuse, (@neuEndo) 

 
 

44..66  CCoommppuuttaattiioonnaall  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
Ability to present a problem requiring extensive computation to 
computational services offering the means to execute them. 

Rationale 
Some simulations need too much computing resources to be executed 
locally. In addition, a service can take care of storing the data at a 
generally accessible place (like the DDS). 
Type 
Functional 
Rating 
Required 

 
 

Req_Compu_0 

Source and Components 
WF 3,4,5 

 
 

Identifier Description 
 

Ability to automatically define a set of computational problems from 
existing problem descriptions. 

Rationale 
The work required for performing a multi-case analysis should not 
depend on the number of cases (except for trivial selection actions), lest 
it is just a bunch of single-case analyses. 
Type 
Functional 
Rating 
Optional. 

 
 

Req_Compu_1 

Source and Components 
WF 5, @neuFuse, @neuCompute, @neuInfo 
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Identifier Description 
 

Ability to submit a computational job consisting of multiple cases 
(automatically skipping already computed ones) and to get a 
corresponding set of result references. 
Rationale 
In order to facilitate efficient handling of multi-case analyses, they must 
be presented as a single entity to the user, as far as possible. 
Type 
Functional 
Rating 
Required 

 
 

Req_Compu_2 

Source and Components 
WF 5, @neuFuse, @neuCompute, @neuInfo 

 
 

Identifier Description 
 

Ability to provide information on the current status of the 
execution. 

Rationale 
It can be very useful and time-saving to see early if something is going 
wrong with an analysis (esp. at an early stage of the data processing) 
and conditionally stop it. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Compu_3 

Source and Components 
WF 3, @neuFuse, @neuCompute 

 
 

Identifier Description 
 

Ability to stop simulations. 

Rationale 
It can be very useful and time-saving to see early if something is going 
wrong with an analysis (esp. at an early stage of the data processing) 
and conditionally stop it. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Compu_4 

Source and Components 
WF 3, @neuFuse, @neuCompute 
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44..77  KKnnoowwlleeddggee  EExxttrraaccttiioonn  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
It must be possible for the @neuLink module in the system to 
perform data mining on the pseudonymized patient data. 

Rationale 
Part of the vision of the @neurIST project is to extract new knowledge 
from the data acquired during the project. One way of doing that is by 
applying mining algorithms to that data. @neuLink is performing that 
task. 
Type 
Functional 
Rating 
Required 

 
 

Req_Knowledge_0 

Source and Components 
WF 2, @neuLink 

 
 

Identifier Description 
 

Access to the ontology from the @neuLink Data Mining module. 

Rationale 
Translation between different patient record formats is needed to do 
integrated data mining. The ontology is a method to provide that 
functionality.  
Type 
Functional 
Rating 
Required  

 
 

Req_Knowledge_1 

Source and Components 
WF 2 

 
 

Identifier Description 
 

Full access to pseudonymized data (no filtering, bulk queries). 

Rationale 
Data mining is only useful if access to the complete set of data is 
possible.  
Type 
Functional 
Rating 
Required  

 
 

Req_Knowledge_2 

Source and Components 
WF 2 
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Identifier Description 
 

Support of data mediation. 

Rationale 
Translation between different patient record formats is needed to do 
integrated data mining.  
Type 
Functional 
Rating 
Required  

 
 

Req_Knowledge_3 

Source and Components 
WF 2 

 
 

Identifier Description 
 

Full access to at least two CRIM compliant databases (real data) for 
the data mining module. 

Rationale 
Semantic mediation and data integration require at least two databases 
to be useful. 
Type 
Functional 
Rating 
Optional 

 
 

Req_Knowledge_4 

Source and Components 
WF 2 

 
 

44..88  SSyysstteemm  RReeqquuiirreemmeennttss  

 
Identifier Description 

 
The ability to discover specific services required by an application 
suite or the end user of the system (service discovery). 

Rationale 
Stakeholders can not be expected to know the location of all services in 
the system. Service discovery is a method to facilitate finding services. 
Type 
Functional 
Rating 
Optional  

 
 

Req_System_0 

Source and Components 
@neurIST architecture 
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Identifier Description 
 

The ability to minimize the distribution of queries to relevant data 
sources only.  

Rationale 
Queries are propagated to multiple data sources. To keep distribution 
low and therefore increase efficiency of processing and bandwidth, 
queries should only be propagated to data sources that contain data 
relevant for a particular query.  
Type 
Functional 
Rating 
Optional  

 
 

Req_System_1 

Source and Components 
Efficiency Considerations, @neuInfo 

 
 

55  CCoonncclluussiioonn  

This document lists the high level requirements derived from the five major workflows defined in the 
@neurIST project. These requirements are further refined to the individual component level. Since 
such refined requirements are in most cases dependent on the kind of technology used to implement 
the components and since we aim at eliciting requirements for a system applicable to many disease 
domains, they are not listed here. The requirements must be fulfilled by a generic system that aims to 
provide an infrastructure to treat and research diseases using patient data that is distributed across 
multiple sites. 
 
 

66  RReeffeerreenncceess  

[D03] @neurIST Deliverable D03: End User Case Document v2.3. Feb. 2007. Confidential.  
[D05_v2] @neurIST Deliverable D05_v2: @neurIST System Architecture v2.0. Dec. 2007. 

Available at: http://www.cilab.upf.edu/UserFiles/File/PUBLIC_DELIVERABLES/ 
d05_v2_public.pdf 

 
 

77  LLiisstt  ooff  KKeeyy  WWoorrddss//AAbbbbrreevviiaattiioonnss  

DDS Derived Data Store. This is a data store used to store the results of the simulations 
performed on the patient data as well as knowledge extracted from the simulations. 

VPM  Virtual Patient Metaphor  

Clinical index Highly reduced data from simulation results, used for risk assessment. 
CRIM   Clinical Reference Information Model 
SNP  Single Nucleotide Polymorphism 
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88  AAnnnneexx  11::  WWoorrkkffllooww  DDeeffiinniittiioonnss  

88..11  WWoorrkkffllooww  11  IInntteeggrraattiivvee  RRiisskk  AAsssseessssmmeenntt  UUssiinngg  DDiissttrriibbuutteedd  GGuuiiddeelliinneess    

This workflow deals with the @neuRisk research case, which addresses two key business 
requirements: 
 

1. Clinical decision support must be as safe and effective as possible. To achieve this, patient 
data should be as complete as possible. Often data is distributed across multiple records: 
hospitals, clinics and general practice. International standards are needed for querying 
distributed patient data and for messaging the patient data.  

2. Regional or national implementations of clinical decision support services for multiple 
diseases require such services to respond to huge numbers of simultaneous requests. This 
research case will investigate the potential of distributing the @neuRisk workflow and 
inference engine. 

 

 
 

Figure 3: Steps involved in workflow 1 

 
1.  User is authenticated via @neuRisk application. 
2.  The @neuRisk client submits a request to @neuInfo for a consolidated set of patient data. The 

request will be formulated as a GELLO Expression that is mapped into a pre-defined SQL 
Statement for @neuInfo. 

3.  @neuInfo searches distributed databases containing patient data potentially located in more 
than one database.  

4.  A consolidated virtual medical record is created and returned to the @neuRisk client. 
5.  The @neuRisk client submits a request for the @neuRisk guideline to @neuCompute, along 

with the virtual medical record and any guideline state data. 
6.  The @neuRisk guideline is processed by @neuCompute, which returns a list of additional data 

items that are required for risk assessment and updated guideline state data.  
7. The User is presented with a list of additional data items based on the @neuRisk guideline 

content. 
8. User enters values for additional data items. 
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9. New data values and the guideline state data submitted to @neuCompute, which are processed 
against the guideline.  

10. Personalised risk assessment and treatment options, as well as modified guideline state data, 
returned to @neuRisk. 

11. Personalised risk assessment and treatment options presented to user. User confirms risk 
assessment and selects appropriate treatment options. 

n. User continues to interact with guideline at every patient visit, requesting additional advice or 
confirming recommendations. This will involve multiple requests to @neuRisk then to 
@neuCompute, the number of which cannot be determined in advance.  

n+1. Further recommendations, clinical alerts, reminders and requests for date are presented to the 
User, the number of which cannot be determined in advance. In addition, an audit file containing 
all data, recommendations, etc that have been entered into the guideline, will be available to the 
User on each occasion. 

 

88..22  WWoorrkkffllooww  22::  KKnnoowwlleeddggee  DDiissccoovveerryy  ffrroomm  UUnnssttrruuccttuurreedd  aanndd  SSttrruuccttuurreedd  DDaattaa  

@neuLink is used to analyse structured and unstructured data from the @neurIST databases. It uses 
@neuInfo to gather a datamining matrix (consisting of CRIM data & SNP data) and presents results 
of an association analysis. This workflow helps to understand the relation (i.e. structure the results) 
between factors obtained from heterogeneous databases. 

 

 
Figure 4: Steps involved in workflow 2 

 
1a. The data mining expert defines by using a data mining tool a working reference process to 

aggregate information and to generate knowledge. 
1b. The source data is queried and accessed via @neuInfo, using bulk queries to obtain data from 

the distributed sources. Via the @neuInfo facilities the data is joined to generate a data mining 
matrix. 

2. The results are stored in the Data Mining DB hosted by the database tier. After establishing a 
working reference process, the knowledge will be updated automatically and regularly. 

3.  The user visits the @neuLink portal via a Web browser which requests user authentication. The 
user is able to view the generated knowledge directly from the database.  

4. The client does not support any query facilities triggered by the user, but the application server 
hosts different result views, which the user can navigate through (e.g. association plot). 

5. The Application Tier only interacts with the database. 
6. The chosen result views are presented to the user. 
7. The knowledge can be also accessed via @neuInfo by other @neurIST sub systems. 
 

Client Tier Application 
Tier 

Database 
Tier 

@neuLink 
User 

@neuInfo 

 

@neuInfo 1a  

1b 

2 

 

4 
5 

7 

6 

 

Data Mining 
Tool 

Data Mining 
Expert 

3 

 



35  

 
 
 
  

Prototype Requirements Document v2.0                                                      Project Deliverable 

88..33  WWoorrkkffllooww  33::  SSiinnggllee  CCaassee  ssiimmuullaattiioonn  

This workflow deals with the processing of a single case using the @neuFuse/@neuInfo/ 
@neuCompute suites. There are subtle differences between the "DB population case" (producing 
clinical indices from the @neurIST study cases that will ultimately be used for risk factor analysis) 
and the "clinical case" that aims at assessing the risk for an individual patient. Data from the "DB 
population case" will be taken up by WF2 and from the “clinical case by WF1. The differences lie 
mostly in case selection, accessing the initial image data and using the simulation result data, and 
are not further resolved here. 
 

 
Figure 5: Steps involved in workflow 3 

 

 

Authentication sub-workflow 
1.  User is authenticated (common to all interactive suites, for details see a document on security 

implementation – to be written). This has to be repeated for each sub-workflow below if the user 
makes a fresh start, i.e. reopens the @neuFuse application. 

 

Geometry processing sub-workflow 
2-4. The user selects a (pseudonymised) case to process and loads the appropriate image data into 

@neuFuse using @neuInfo to access the anonymised image data.  
5.  The user interactively processes the image to obtain a topologically correct geometry G (in 

P&DES notation). 
6-7. The user saves processed geometry G to the derived data store (DDS) via @neuInfo. This can 

include writing additional information to the DDS or associated metadata, like provenance 
information, a nick-name for the case (to facilitate communication) and annotations to record any 
difficulties. (Assigning a nick-name may occur already in steps 2-4.) Annotations can be useful to 
search for problems occurring, e.g. "wide neck artefact". 

The processed geometry is used in other workflows, e.g. WF 4 and WF 5. 
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Problem specification sub-workflow 
8.  User selects type of simulation to be done (shape, blood flow, or wall structure) 
9-12. User loads geometry G from DDS (can be skipped if continuing after step 7) and needed 

physiological data from the CRIM or the VPM into @neuFuse. 
13. Specify the problem to be simulated. 
14-15. Save the abstract problem definition (APD) to the DDS for later reference. 
(The resulting APD can be used in other workflows, e.g. WF4 or WF5. This sub-workflow will be 
executed for each different problem type to be defined.) 

 
Simulation execution sub-workflow 
16.  Submit job to the appropriate @neuCompute service. 
17.  Return result-ID to @neuFuse as soon as it is available. 
18. @neuCompute executes simulation. 
19. @neuCompute stores the complete result in the DDS. 
20.  Notification to @neuFuse user as soon as job has completed (including upload to DDS). For 

long-running jobs, the user may want to request the status of the job and potentially terminate it, 
e.g. if it is going to diverge. 

 

Result visualisation sub-workflow 
21. User specifies which data to extract from the results. 
22-24. Extraction of the results and delivery to @neuFuse (step 23 can involve the data extractor).  
25. @neuFuse displays the results. Steps 21-25 may be repeated. 
The analyst may annotate the results, e.g. according to quality ("reliable / unstable / failed"), 
qualitative classification (see AP) or with some quantitative estimate on accuracy. Only approved 
results will be used for generating clinical indices. For the “DB population” case, the results 
(consisting of clinical indices) have to be written to the clinical indices database. For the clinical case, 
the indices will be written to the patient’s medical record. For later use of the generated data (outside 
WF3), provenance information of the derived results must be recorded throughout the chain.  
 

88..44  WWoorrkkffllooww  44::  VViirrttuuaall  SStteennttiinngg  

This workflow permits (a) a clinician to perform an analysis of the performance of a given stent for a 
particular aneurysm in order to optimise treatment decisions (clinical workflow), and (b) a stent 
manufacturer to evaluate and optimise a given stent design, using a set of representative or generic 
vasculature geometries (commercial workflow). The commercial workflow does not need to access 
real patient data, and is designed to be used in-house only. In the sequel, we therefore concentrate 
on the clinical workflow, as it has more relevance to the core goals of @neurIST. 
 
The clinical workflow reuses data generated by workflow 3, namely processed geometry and flow 
problem definition. We therefore do not repeat the sub workflows leading to these data entities here. 
Furthermore, the workflow is sufficiently similar to WF3, so that we reuse Figure 5 for showing the 
flow of activities.  
 

Authentication sub-workflow 
1.  User is authenticated by @neuEndo, using the security subsystem (WF3: step 1). 

 
Problem specification sub-workflow 
2. User selects case to be processed (WF3: step 2). 
3. User requests processed geometry and predefined flow problem using @neuInfo (WF3: steps 

10-12). 
4. User selects stent design(s) and requests the relevant geometry from the stent DB via 

@neuInfo. 
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5. User performs (automatic) placement(s) of stents. 
6. User modified flow problem by adding the stent geometry and possibly changing solution 

parameters (WF3: step 13). 
7. User stores modified flow problem using @neuInfo (WF3: steps 14-15). 
 

Simulation execution sub-workflow 
8. User submits problem to @neuCompute flow simulation services (WF3: step 16). 
9. @neuCompute returns a result-ID immediately (WF3: step 17). 
10. @neuCompute finishes computing the results, saves the results via @neuInfo, and transfers a 

subset of the results back to @neuEndo (EASA server part) (WF3: steps 18-20). 
11. @neuEndo (EASA server) generates result report (containing a result-ID of the full set of results) 

and notifies @neuEndo (EASA client). 
12. User uses @neuEndo (EASA client) to look at the result report generated (WF3: step 21). 

 
Result visualisation sub-workflow 
13. If more detailed results visualisation is required, user starts @neuFuse (may require new 

authentication) and uses the result-ID to access results (WF3: steps 21-25). 
 

88..55  WWoorrkkffllooww  55::  MMuullttii--CCaassee  AAnnaallyyssiiss  

This workflow allows the user to perform toolchain operations on multiple cases using @neuFuse / 
@neuInfo / @neuCompute suites, with manual work not depending on the number of cases. There 
are sub-workflows, driven by user interaction with a GUI provided by @neuFuse. Some are optional, 
and some offer alternatives either at the functional level or at the implementation level. This will be 
detailed in the sub-workflows below. 
 

 
Figure 6: Steps involved in workflow 5 
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Sub-workflow: Authentication 
1/2. User is authenticated. This is common to all interactive suites and required for all other sub-

workflows at the beginning of every session. 
 
Sub-workflow: Case selection 
3. User composes query using @neuFuse, specifying constraints on case data stored in CRIM-

compliant data bases, and possibly on related metadata (describing simulation results). 
4. @neuFuse queries @neuInfo Data Mediation Service using constraints applicable to CRIM 

databases. 
5. Data Mediation Service queries all available CRIM Services at several hospital DMZs. 
6. CRIM Services return to Data Mediation Service lists of cases matching specified constraints. 

These results include at least anonymized IDs, and other information needed to find the related 
medical images in the Image Services. 

7. Data Mediation Service merges the results of the several CRIM Services and returns to 
@neuFuse an unified list of cases matching the specified constraints. 

8. @neuFuse queries the Metadata Service using constraints applicable to research data 
(segmentation, meshing, simulation results, etc.). 

9. Metadata Service returns the requested information to @neuFuse. 
10. @neuFuse presents to User an unified, filtered list of cases matching all specified constraints. 

This could involve showing images, geometries, and other data belonging to those cases. The 
user can further select cases interactively from this list. 

 
Note that step sequences 4-7 and 8-9 could be swapped, or even repeated in a series of user 
interactions analogous to 3, 10 to refine the list of selected cases. Steps 8-9 could be optional. We 
could also form the union of several case sets. This is particularly powerful if queries and their results 
can be stored and reused at a later stage. 
 
Sub-workflow: Toolchain operation on selected cases 
11. User defines computational problems on selected cases, modifying previously (WF3) defined 

problem descriptions (APDS). The work required for this problem definition is constant, i.e. does 
not depend on the number of cases. (Except trivial operations like manual case selections like in 
10). 

12. @neuFuse submits the job to @neuCompute, including information to find the required data files 
(geometries of selected cases, etc.). This step checks for already existing results, in which case 
the computation of the corresponding problem (“simulation case”) can be skipped (and a result-
id is returned instead). 

13-16. @neuCompute fetches from CRIM Services or from the Bulk Storage Service (Derived Data 
Store) all required anonymized images or derived data. These are filesystem-like services so 
@neuCompute must have enough information to build the exact paths to the files or directories. 
Depending on the requested toolchain operation it might have to access just one type of service 
(CRIMs steps 13-14 / Bulk Storage steps 15-16) or both. Like in WF3, @neuCompute 
immediately returns result ids for the results to be computed. 

17/18. @neuCompute stores toolchain operation results in the Bulk Storage Service. 
19/20. @neuCompute reports end of activity, then @neuFuse informs User. 
 
Sub-workflow: Visualization of multi-case toolchain operation results 
21-24. User tells @neuFuse which results he wants to display, then @neuFuse fetches them from 

the Bulk Storage Service and shows them. This could be repeated on several results, even later. 
 



39  

 
 
 
  

Prototype Requirements Document v2.0                                                      Project Deliverable 

Sub-workflow: Addition of research results to Metadata Service 
25-28. User, via @neuFuse, adds new research results to the metadata. This could be integrated into 

the “toolchain operation” sub-workflow. 
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99  AAnnnneexx  22::  @@nneeuurrIISSTT  UUssee  CCaasseess  

The following use cases were published in deliverable D03 “End User Case Document”. 
 

99..11  @@nneeuuEEnnddoo  SSuuiittee  

 

Use Case #1 – Endovascular device planning 
The user uploads the proposed design for an endovascular device. The material properties of the 
device are specified and/or selected. The user then specifies and/or selects loading and boundary 
conditions. Flow diversion effects can be visualized and quantified. Results are summarized and 
presented on a list for review. This allows a specific design to be optimized. The effects of 
different designs can be compared. 
 

Use Case #2 – Endovascular device testing 
The user uploads the proposed design for an endovascular device. The material properties of the 
device are specified and/or selected. The user then selects an appropriate test protocol. Results 
are presented in summary and in a formatted report suitable for submission to regulatory bodies. 
 

Use Case #3 – Endovascular device reimbursement modelling 
@neuEndo provides the requisite data to the device manufacturer to allow the manufacturer to 
better deal with social reimbursement issues. 
 

Use Case #4 – Endovascular device patent issues 
@neuEndo provides the requisite data to the device manufacturer to allow him to better deal with 
patent issues as a major design obstacle. 
 

Use Case #5 – Simulation and consulting services 
An SME wants to sell expert simulation and consulting services to a device manufacturer or 
clinician. In order to be able to simulate new device designs or new insertion techniques, the 
company will need access to relevant anatomical data, genetic and patient group information as 
well as benchmark test cases by means of @neuEndo software interface and can download the 
required information. The user performs consultancy tasks using specific simulation expertise and 
commercial software tools. It can publish the information about its service on the community grid, 
including the benchmark results as a proof of quality. 
 

99..22  @@nneeuuRRiisskk  SSuuiittee  

 

Use Case #6 – Initial diagnosis of asymptomatic aneurysm 
The Patient has a CT or MRI performed for another reason (eg investigation of headache) in a 
non-specialist hospital (i.e. a hospital that does not specialize in neuro-radiology or in the 
management of asymptomatic cerebral aneurysms).  The Radiologist performs a CT or MRI and 
sees an aneurysm. The @neuRisk application will provide advice regarding how to proceed. 
@neuRisk recommends referral to a specialist centre and provides a list of alternatives. The 
clinical information is stored within @neuRisk and provided to the Specialist when the Patient is 
seen in the clinic. 
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Use Case #7 – Automated referral prompt 
The Patient has CT or MRI performed for another reason, i.e. headache, trauma.  Asymptomatic 
cerebral aneurysm is discovered incidentally.  The radiology software detects the diagnosis of 
cerebral aneurysm and recommends @neurIST.  The Radiologist consults @neuRisk, which 
recommends referral to specialist centre. 
 

Use Case #8 – Specialist reviews patient with asymptomatic aneurysm 
A Patient is referred to a Specialist because of an asymptomatic aneurysm found on an MRI or 
other scan. The Specialist or his / her affiliated medical institution provides the Patient with access 
to an @neuRisk electronic questionnaire (via internet or booth / kiosk). The Patient fills out the 
questionnaire prior to seeing the Specialist. The Specialist reviews the questionnaire prior to the 
Patient’s visit and is able to better focus the interview.  Specialist completes a clinical assessment 
of the Patient and the system flags that the patient is eligible for a clinical trial, genetic study, etc. 
 

Use Case #9 – Specialist recommendations 
The Patient is discovered to have an asymptomatic aneurysm and visits a Specialist (as per Use 
Case #8 above). The Specialist does not provide a final recommendation but lists the options for 
the Patient to consider before returning for a second appointment. The Patient visits the GP to 
discuss the options. The GP accesses the @neuRisk patient file as before, and makes 
appropriate annotations after reviewing the information with the Patient. 
 

Use Case #10 – GP supports Specialist review 
A patient has a head scan performed for a reason other than a suspected aneurysm, for example 
to investigate headache or after head trauma. An asymptomatic aneurysm is diagnosed 
incidentally. The patient is referred to a specialist. The Specialist gives the diagnosis / prognosis 
and then suggests treatment options. The Specialist uses the @neuRisk application to record the 
clinical details and review the patient-specific risk profile and treatment solutions. 
 
The patient is given the prognosis by the specialist, who also provides recommendations about 
treatment. The patient is overwhelmed by this information or is unhappy with the recommendation. 
The Patient later goes to the GP for advice to better understand the disease or the diagnosis / 
prognosis or to seek a second opinion. The GP looks at the relevant information in the @neurIST 
patient file to better understand the medical context when talking to the Patient. This information 
contains the rationale for the specialist’s recommendation. The GP also finds that the @neurIST 
patient file contains a record of how the patient reacted to the diagnosis / prognosis: i.e. the 
Patient didn’t understand, got upset, and asked for more information. 
 
The GP uses @neuRisk to enter relevant information provided by the Patient which may prove 
helpful to the Specialist in future consultations. This information is available to the Specialist at the 
next visit, with appropriate annotations to indicate source, date and time of the information. 
 

Use Case #12 – Family history review 
The Patient is diagnosed with an asymptomatic cerebral aneurysm. After visiting the Specialist, 
the Patient reviews his / her @neuRisk information (suitably adapted for use by a lay person) in 
the privacy of his home. The patient reviews various treatment options and experiments to see 
effects on risk. The patient is able to annotate (but not overwrite) material in the @neuRisk file, 
including asking additional questions of the Specialist. The patient also adds information about 
his/her family tree using a simple web-based tool. The Specialist reviews the family history at the 
next visit. 
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Use Case #13 – Informed patient 
The Patient is diagnosed with an asymptomatic cerebral aneurysm. After visiting the Specialist, 
the Patient reviews his / her @neuRisk patient file (suitably adapted for use by a lay person) in the 
privacy of his home. The patient reviews various treatment options and experiments to see effects 
on risk. The patient is able to annotate (but not overwrite) material in the @neuRisk file, including 
asking additional questions of the Specialist. The patient also adds information about his/her 
family tree using a simple web-based tool. The Specialist reviews the family history at the next 
visit.  
 

Use Case #14 – Patient information about clinical trials 
The Patient reviews his / her patient file and is provided with additional information about results of 
finished and objectives of ongoing clinical or other trials. 
 

Use Case #15 – Follow-up of relatives 
A relative discovers that another member of the family has just had a ruptured cerebral aneurysm 
or someone in the family has been told that cerebral aneurysms may be more common in some 
families. The @neuRisk application allows the relative to build a family tree and then provides 
advice about whether further investigations might be needed. Information could also be provided 
about knowledge achieved through other clinical trials or familial studies. 
 

Use Case #16 – Patient information service 
The Patient uses the internet to search for “SAH”, “sub-arachnoid haemorrhage” or some other 
word-string that finds the @neurIST website (pre / post diagnosis). Through the website, the 
Patient is allowed to register and obtain some preliminary information that may recommend further 
action or link them to a clinical trial or familial study. 
 

Use Case #17 – Online patient record 
The patient is able to go online and may review a subset of @neuRisk records where he 
completes detailed questionnaire on family history, records additional questions or concerns and 
get advised about possible clinical trials. 
 

Use Case #18 – Interventional Radiologist (IR) (Endovascular treatment planning) 
The Clinician is planning MIT on a Patient and uses the @neuRisk application to research all 
available treatment options. 
 
The Clinician uses the @neurIST application to learn about treatment options and to get support 
in choosing an optimal treatment and device choice for a specific patient (i.e. coil vs. stent, which 
type of stent/coil, etc), may simulate the various interventions and obtains a risk assessment for 
each intervention.  
 
The Clinician uses the @neuRisk application to check for a Patient history of increased chance of 
clotting or other risk factors that might lead to added risk of clotting. 
 
The Clinician is planning MIT on a Patient and he / she uses the application to determine the 
specification of the intervention (length / size of the coil, volume assessment). The IR uses the 
application to simulate shear stress and other factors that may determine the short- and long-term 
success of the intervention. 
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Use Case #19 – Aneurysm analysis and risk assessment 
The Clinician performs a CT or MRI for another reason and sees an aneurysm, then performs an 
analysis of 3D shape using the @neurIST application. The application rates the risk (Low, Med, 
High) and provides the Radiologist an opportunity to refer the Patient to a Family Doctor (Low 
Risk) or to a Specialist (Med or High Risk). 
 

Use Case #20 – Clinical audit 
@neuRisk could be used for clinical audit purposes. During routine clinical use of @neuRisk, 
information would be stored about what recommendations had been made and what the clinicians 
chose to do. A unit or individual on a Neurosurgical unit / Aneurysm Management Team would 
use the @neurIST application to audit performance of their unit or individuals (performance at an 
aggregate level looking at previous cases treated and compared with colleagues – mortality 
trends, etc.) 
 

Use Case #21 – Improving and auditing interventions 
The Intervention Developer uses data and the simulation capabilities provided by the @neurIST 
application to improve their product / measure the success of their product. 
 

Use Case #22 – Assessment of new interventions 
The Intervention Developer uses the application to develop methods of measuring the quality of 
interventions and performing risk / benefit analysis in order to determine whether or not new 
interventions may be used. 
 

Use Case #23 – Regulatory submissions 
The Intervention Developer uses the @neurIST application to advise government or other payers 
regarding whether or not an intervention should be funded under government health care or 
insurance schemes. 
 

Use Case #24 – Regulatory review 
The Regulatory Authority uses the application to develop methods of measuring the quality of 
interventions and performing risk / benefit analysis in order to determine whether or not new 
interventions may be used. 
 

99..33  @@nneeuuLLiinnkk  SSuuiittee  

 

Use Case #25 – Select genes/proteins related to clinical hypothesis 
The genetic oriented researcher is initially interested in finding candidate genes and pathways that 
are associated with a disease of interest. @neuLink helps the researcher via a Web-Interface (and 
also Web-service for automatic retrieval) to get a list of genes/proteins that have been investigated 
before. The system can additionally be used to select genes/proteins which are related to a 
specified hypothesis. For example: “It is assumed that hypertension increases the rupture risk of 
aneurysms. Get all genes or risk factors that are associated with hypertension”.  
 

Use Case #26 – Select and review SNPs 
The genetic oriented researcher can be presented with text-mining results for Single Nucleotide 
Polymorphisms (SNP) reported in the literature. The genetic researcher will be directed to the 
relevant literature, in order to review the evidence of the mined results. In addition, tools for 
building genetic pathways associated with the disease will be provided. 
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Use Case #27 – Integration of genetic variation data with text-mining and pathways 
databases 
The genetics-oriented researcher is interested in finding candidate genes and pathways that are 
associated with the disease, and is also interested in selecting the most relevant SNPs and other 
types of genetic polymorphisms on the candidate genes for genotyping studies. One solution will 
be provided by UC#1, where text-mining strategies will be used to provide relevant literature about 
the polymorphisms on the genes of interest, and to extract knowledge from this literature corpus. 
Genetic polymorphisms data can also be combined with pathway data. For this, candidate SNPs, 
selected on the basis of its association with a certain disease phenotype or its potential functional 
effect on gene expression or protein function, will be integrated in pathways. The exploration of 
this combined data will help in providing a global view of the potential effect of genetic variation on 
the biological processes. 
 

Use Case #28 – Microarray expression results with text-mining and public pathway 
databases 
@neuLink gives the possibility to combine microarray data with automatically extracted gene 
regulatory networks and protein-protein interactions from literature or public pathway databases. It 
shows static interaction networks that are combined from several sources at the web portal and 
dynamic interactive exploration of these networks is possible with client side viewer applications. 
 

Use Case #29 – Model building support by text mining  
To build a probabilistic or rule-based decision support model, it is necessary to rely partly on pre-
existing knowledge from the literature. Medical studies with larger groups of patients that 
prove/disprove associations with certain risk-factors are of special interest. Text mining, which 
recommends a subgroup of relevant articles, can support the model builder. Consumers of this 
data are WP 4.3, WP4.4 and WP5.3. Confidence in InferMed’s rule-based system will be 
improved by pointing the user to articles proving the evidence of a decision rule. This knowledge 
database has to be maintained at regular intervals. As the amount of articles published daily is 
constantly growing and knowledge is not static, a push service that recommends articles relevant 
to integrated epidemiology or clinical decision support for intracranial aneurysms will be helpful to 
the decision support model builder. This will increase the reliability of the decision models. 
 

Use Case #30 – Probabilistic disease model from data 
Besides a highly reliable, rule-based decision model in @neuRisk, Knowledge discovery will be 
used for a probabilistic disease model based on the @neurIST data. This will be trained by the 
@neurIST data and will provide the researcher with new Knowledge (associations) that will help 
the risk model builder or genetic researcher in their work. If the newly-identified associations can 
be approved by an expert, they can be added to @neuRisk. It is possible to obtain a risk 
assessment from these models as a second opinion. It could be included in @neuRisk (marked as 
a trained black-box model). 
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Use Case #31 – Accessing @neurIST data for research  
During the @neurIST project development, clinical partners will collect a growing amount of 
information regarding patient description and clinical outcome. This information would be analysed 
and some significant relationships found. The most important ones would be added to the 
@neurIST software, helping health professionals (GP, specialist, radiologist, etc...) in decision 
making as well as other professionals for other purposes. 
 
At one stage, one of the @neurIST researchers wants to explore new potential relationships. He 
enters the software and asks for a complete update of the knowledge database. Data is pulled out 
from different remote sources, scaled and processed (e.g. segmented, decompressed, decrypted) 
and at the end the data is made accessible to the researcher in a clean and consistent way. He 
then applies its favourite analysis method, trying to uncover a new relationship, finding novel 
connections such as e.g. that “high cholesterol levels in Caucasian males with normal blood 
pressure would be a clear indicator of increased rupture risk in a certain subgroup of aneurysms”. 
The researcher writes and suggests the maintainers of the software to incorporate the new rule 
into the @neuRisk assessment module. Such feed-back mechanisms would allow for building a 
differentiated aneurysm rupture risk score able to match the complexity of the disease, once 
validated on a larger group of patients. 
 

Use Case #32 – Virtual Patient Metaphor 
@neurIST data and knowledge can be used to build virtual patients as a way to access data. If no 
data is provided, the virtual patient provided by the system is simply an average of aneurysm 
locations, rupture risks etc.... If we provide more and more data, the virtual patient becomes more 
and more concrete; now it has clinical data, radiology images, and genetic data. The users can 
then access in real time true data (collected from clinical history or analytical methods), elaborated 
data and predicted data and the last category is updated dynamically in such a way that the 
rupture risk, treatment advice, analytical advice is always the most suitable for the selected data 
concretion level. 
 
Some users (e.g. a neurologist) would like to have a comprehensive virtual patient. Some other 
would like to get a more discrete view, for example, for the design of new coils, they would like to 
know average dimension of aneurysms in female patients with an aneurysm located in a certain 
place. Regulatory authorities would not be interested in the clinical outcome of a single patient but 
on the rupture risk of males in the age range 25-50 for with an aneurysm of more than 25mm. etc. 
 

Use Case #33 – Facilitating Geno-phenotype research 
Image-based information would be combined with genetic/epidemiological information for 
knowledge discovery and for clinical decision support. @neurIST research will provide information 
on aneurysm shape and dynamics. This phenotype information would be related to other pheno- 
and genotype information. For example, researchers could select all patients with significantly 
larger aneurysm wall motion and see if there is a genetic difference between those groups or a 
higher rupture risk. Interactive Knowledge discovery would be enabled by access to multiple 
databases. 
 

Use Case #34 – Bioinformatics from proteomics and genomics towards medical 
informatics  
Molecular data (genes & proteins) would be linked with specific biological function and clinical 
data. 
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99..44  @@nneeuuFFuussee  SSuuiittee    

 

Use Case #35 – Patient Folder 
The specialist needs to have all diagnostic information at hand when the @neuFuse session 
starts; this includes also all imaging and instrument data available. Since the retrieval time for this 
information from the hospital archives might vary from minutes to hours, a booking procedure is 
necessary. 
 

Use Case #36 – Examination of diagnostic data 
The specialist performs a conventional diagnostic inspection of the data available in @neuFuse 
using interactive visualisations. 
 

Use Case #37 – Fusion 
The specialist might need to see a combination of information that is spread over multiple 
modalities; this requires a pre-processing of the data that needs to be registered in space. This 
preparatory step might also be useful for simulation procedures that take different information from 
different imaging modalities. 
 

Use Case #38 – Examination of fusion data 
Once the data are fused, special visualisation procedures can be developed that help the 
specialist to identify the missing information by combining data from multiple imaging modalities 
into a single visual representation. 
 

Use Case #39 – Basic measurements 
The specialist needs to acquire and store conventional measurements that characterise the 
morphology of the aneurysm and its parent arteries. 
 

Use Case #40 – Advanced measurements 
The specialist might also need measurements that require some sort of pre-processing on the 
image to be computed. This includes volume calculations, assessment of vessel defects (focal, 
segmental) and also classifications of the aneurysm shape, location, and position in the head. 
 

Use Case #41 – Functional assessment 
The specialist should know the probability that under physiological or para-physiological 
conditions the wall of the aneurysm may rupture, and the probability that under physiological flow 
conditions the blood in the lesion might clot in a future, thus changing the rupture risk over time. 
 

Use Case #42 – Support to epidemiology 
The specialist needs to compare the current clinical case the user is investigating, with the rest of 
the clinical population enrolled in the study. This implies multiple problems that need to be solved: 
 
 
 
 


